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Abstract. A secret sharing scheme is a method for protecting distributed file systems against
data leakage and for securing key management systems. The secret is distributed among a group of
participants where each participant holds a share of the secret. The secret can be only reconstructed
when a sufficient number of shares are reconstituted. Although many secret sharing schemes have
been proposed, these schemes have not achieved an optimal share size and have not supported
the share repair feature. This paper proposes a secret sharing scheme based on the Slepian-Wolf
coding, named the SW-SSS, to obtain an optimal share size and to provide the share repair without
recovering the secret. Furthermore, the share in the SW-SSS is constructed using the exclusive-OR
(XOR) operation for fast computation. Unlimited parameters are also supported in the SW-SSS.
To the best of our knowledge, we are the first applying the Slepian-Wolf coding to a secret sharing
scheme.
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Introduction

Distributed data mining has become very useful today with the increase in the amount of data. This
in turn increases the need to preserve the privacy of the participants. Two approaches which can be
used in privacy preserving data mining are encryption and secret sharing. The secret sharing is recently
being considered as a more efficient approach because it does not require expensive operations (i.e.,
modular exponentiation of large numbers) and does not require key managements like the encryption
approach [1–3]. Thus, improving secret sharing is our motivation in this paper.
Secret sharing schemes (SSS) are ideal for storing information that is sensitive. The basic ideas of
SSS were introduced by Shamir [4] and Blakley [5]. A secret S is encoded into n shares. Each participant
receives one share. This is known as the (m, n)-threshold SSS in which any m or more shares can be used
to reconstruct the secret and in which the bit-size of a share is the same as the bit-size of the secret. The
efficiency of the scheme is evaluated by the entropy of each share, and it must hold that H(Ci ) ≥ H(S)
where H(S) and H(Ci ) are the entropies of a secret S and shares Ci (i ∈ {1, · · · , n}) [6, 7]. To improve
the efficiency of the Shamir-SSS, the Ramp-SSS was proposed [8–12] with a trade-off between security
and coding efficiency. In a (m, L, n)-Ramp-SSS, the secret S can be reconstructed from any m or more
shares; no information about S can be obtained from less than L shares; but a partial information of S
t
can be leaked from any arbitrary set of (m − t) shares with equivocation m
H(S) for t ∈ {1, · · · , m − L}.
It can attain that H(Ci ) = H(S)/(m − L), and thus the Ramp-SSS is more efficient than the ShamirSSS [8,9]. The drawback of these SSSs is the heavy computational cost because the shares are constructed
using polynomials. An example of a polynomial is the Reed-Solomon code, which takes O(n log n) field
operations for the secret distribution and O(m2 ) field operations for the secret reconstruction [13]. To
address this drawback, the SSSs based on the XOR operation (XOR-SSS) were proposed to replace
the polynomials. Examples include: the (2, 3)-SSS [14], the (2, n)-SSS [15], the (3, n)-SSS [16], and the
(m, n)-SSS where m = {2, 3, 4, n − 3, n − 2, n − 1} [13]. However, the threshold (m, n) in these XOR-SSSs
is limited. Therefore, the (m, n)-SSSs where m and n are arbitrary were presented in [17–20]. Kurihara
et al. then improved [18] to achieve the Ramp-SSS in [21].
Most of these schemes can support the secret reconstruction but cannot support the direct share
repair feature. This means that when a share is corrupted, without the direct share repair, D must reconstruct the secret S before generating the new share to replace the corruption. If the direct share repair
is supported, the corrupted share can be repaired directly from the remaining healthy shares without
the need to reconstruct S. Breaking with the flow of previous schemes, the SSS based on the network
coding (NC-SSS) was introduced [22, 23] to deal with the direct share repair. However, the schemes were
constructed using a linear combination instead of the XOR. This paper shows that a special network
coding based on the XOR [24–26], can be applied for SSS to address the drawbacks. The resulting scheme
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is called the XORNC-SSS. This paper then shows that another coding named the Slepian-Wolf coding
(SWC) [27, 28], which is used to compress a data stream in a network, can be also applied for SSS to
reduce the share size while still satisfying the benefits of the XORNC-SSS.
Contribution. This paper revisits the XOR network coding and applies it to the SSS (called XORNCSSS). The XORNC-SSS has the following four advantages: (i) the shares are constructed using the XOR
for fast computation; (ii) (m, n) can be chosen arbitrarily; (iii) the direct share repair is supported; (iv)
the size of a share is smaller than the size of the secret.
This paper then mainly proposes the SSS based on the Slepian-Wolf coding (called SW-SSS). The
share size in the SW-SSS is surprisingly less than the share size in the XORNC-SSS. In other words, the
SW-SSS improves the fourth advantage of the XORNC-SSS while still satisfying the first three advantages of the XORNC-SSS.
Roadmap. The backgrounds of SSS, network coding and Slepian-Wolf coding are described in Section
2. The XORNC-SSS and SW-SSS schemes are presented in Section 3 and 4. The properties and the
efficiency analysis are given in Section 5 and 6. The conclusion and future work are drawn in Section 7.

2
2.1

Background
Secret Sharing Scheme (SSS)

Shamir-SSS. The Shamir-SSS [4, 5] consists of n participants P = {P1 , · · · , Pn } and a dealer D. Two
algorithms ShareGen and Reconst are run by D. The share generation algorithm ShareGen inputs a secret
S and outputs a set C = {c1 , · · · , cn }. ci (i ∈ {1, · · · , n}) is called a share and is given to a participant
Pi . The secret reconstruction algorithm Reconst inputs a set of m shares and outputs the secret S. A
(m, n)-Shamir-SSS has the following properties:
– perfect SSS: any m ≤ n participants or more can reconstruct the secret S and no (m−1) participants
or less can learn any information of the secret S. Formally, let H(S) and H(A) denote the entropy
of the secret S and a set of shares A ⊆ C, respectively.
(
0,
if |A| ≥ m
H(S|A) =
H(S), if |A| < m
– ideal SSS: the size of a share is the same as the size of the secret: |ci | = |S|.
Ramp-SSS. The Ramp-SSS [8–12] was proposed to improve the coding efficiency of the Shamir-SSS.
The Ramp-SSS has three parameters (m, L, n) and is constructed in a way that any m shares or more
can reconstruct the secret S. Any set of (m − t) shares where t ∈ {1, · · · , m − L} can learn a partial
information of the secret S. Any L shares or less cannot obtain any information of the secret S. Formally,


H(S), if |A| < L
H(S|A) = m−|A|
m , if L ≤ |A| < m


0,
if |A| ≥ m
The Ramp-SSS is more efficient than the Shamir-SSS because in any (m, L, n)-Ramp-SSS, H(Ci ) =
H(S)/(m − L) [8, 9].
2.2

Network Coding (NC)

The NC [29–32] was proposed to improve the data transmission efficiency. Suppose that a source node
wants to send a message M to a receiver node. The source node firstly divides M into m blocks: M =
v1 || · · · ||vm . vi ∈ Flq (i = {1, · · · , m}) where Flq denotes a l-dimensional finite field F over a large prime
q. Before transmitting, the source node augments vi with the vector of length m which contains a single
‘1’ in the i-th position and ‘0’ elsewhere. A resulting augmented block has the following form:
m
z
}|
{
.
wi = (0, · · · , 0, 1, 0, · · · , 0, vi ) ∈ Fl+m
q
| {z }
i

Then, the source node sends the m augmented blocks as packets to the network. Each node in the
network linearly combines the packets it receives and transmits the resulting linear combination to its
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adjacent nodes. Suppose that an intermediate node receives t packets. The intermediate nodePrandomly
t
chooses t coefficients α1 , · · · , αt ∈ Fq and linearly combines the received packets by c =
i=1 αi wi .
The intermediate node then sends c to the network. Therefore, the receiver node can receive the linear
combinations of the augmented blocks. Assume that the receiver node receives m packets y1 , · · · , ym ∈
which are the linear combinations of w1 , · · · , wm . The receiver node can find v1 , · · · , vm using the
Fl+m
p
accumulated coefficients contained in the first m coordinates of yi .
2.3

Slepian-Wolf Coding (SWC)

The SWC [27] was proposed to compress data in a network. The SWC has several approaches: syndromebased, binning idea, LDPC-based and parity-based [28, 33, 34]. For the most efficient computation, this
paper uses the binning idea. Suppose that the source has two data b1 and b2 which have the same size.
To compress, b1 is divided into a number of bins. During encoding, the index of the bin that the input
belongs to is transmitted to the receiver instead of the input itself. For example, |b1 | is divided into k
bins. Each bin contains |bk1 | elements. If the SWC is not used, log2 |b1 | bits are required to transmit the
input to the receiver. If the SWC is used, only log2 k bits are required. The receiver cannot decode b1 if
b2 does not present because the receiver cannot know the corresponding element of the bin index. If b2
is obtained, the receiver can decode b1 by picking the element in the bin that is best matched with b2 .
2.4

Notations

Throughout this paper, the following notations are used:
– S denotes the secret.
– D denotes the dealer.
– m denotes the number of secret blocks (the first threshold).
– bi denotes a secret block where i ∈ {0, · · · , m − 1}.
– n denotes the number of participants (the second threshold).
– L denotes the number of participants whose shares are collectively constructed from m secret blocks.
– Pi denotes a participant where i ∈ {0, · · · , n − 1}.
– ci denotes a share stored in Pi .
– si denotes the XOR used to construct ci (si = bj ⊕ bt ⊕ bz ).
– di denotes the metadata of ci (the number of ‘1’ bits in si ).
– j denotes the index of the first operand of si .
– t denotes the index of the second operand of si .
– z denotes the index of the third operand of si .
– |b| denotes the bit-size of a secret block (|b| = |S|
m ).
– ⊕ denotes the XOR operator.
– || denotes the concatenation operator.

3

The XORNC-SSS scheme

The XOR-based NC is revisited in this section. Although the XOR-based NC exits in previous network
coding schemes [24–26], the new thing here is that the construction is applied to a (m, n)-SSS instead of
network coding. No previous scheme considers this applying.
D firstly divides S into m blocks: S = b0 || · · · ||bm−1 (|bi | = |S|
m ) and encodes S into n shares. Each
participant Pi holds a share ci (i ∈ {0, · · · , n − 1}). To compute ci , D chooses secret blocks randomly and
combines them using the XOR. D then pads that XOR with a vector of length m which contains a ‘1’ bit
in the index of each chosen secret block and (m − 1) ‘0’ bits elsewhere. The padded vector is called the
coefficient of ci . Suppose that ci is constructed from t secret blocks bi0 , · · · , bit−1 . Let si = bi0 ⊕· · ·⊕bit−1 .
ci has the following form:
ci = (a0 , a2 , · · · , am−1 , si )
|
{z
} |{z}
m

|S|
m

where ai = 1 if i ∈ {i0 , · · · , it−1 } and ai = 0 elsewhere. The share size is |ci | = m + |S|
m . The ideal
property of a SSS is |ci | = |S| (Section 2.1). The XORNC-SSS achieves a better share size if |ci | ≤ |S|.
|S|2
|S|2
|S|2
2
From this inequality, (m − |S|
2 ) ≤ 4 − |S|. Because |S| is large in a real system, 4 − |S| ≈ 4 .
Therefore, m ≤ |S|. In other words, if the parameters are chosen s.t. m ≤ |S|, the scheme can reduce the
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share size. Furthermore, the coefficients are chosen s.t. the matrix consisting of the coefficients of any
m shares has rank m. This condition is to ensure that m secret blocks can be reconstructed from any
m shares. To reconstruct S, D chooses any m shares to find m secret blocks, then concatenates them
together. To repair a corrupted share, D requires m healthy shares to reconstitute using the XOR.
Example. Suppose that S = b0 ||b1 ||b2 and n = 4. D creates the shares c0 = (1, 1, 1, b0 ⊕ b1 ⊕ b2 ),
c1 = (1, 1, 0, b0 ⊕ b1 ), c2 = (1, 0, 1, b0 ⊕ b2 ), c3 = (1, 0, 0, b0 ). D sends {c0 , · · · , c3 } to the participants
{P0 , · · · P3 }, respectively. To reconstruct S, D chooses m = 3 shares (suppose c0 , c2 , c3 ) and constructs
the following equation system:

 s0 = b0 ⊕ b1 ⊕ b2
s2 = b0 ⊕ b2

s3 = b0
Then, {b0 , b1 , b2 } are computed using the Gaussian elimination. S = b0 ||b1 ||b2 . Suppose that P2 is
corrupted, D requires P0 , P1 and P3 to provide s0 , s1 and s3 . D repairs s2 by s2 = s0 ⊕ s1 ⊕ s3 .

4

The proposed SW-SSS scheme

In this scheme, a share ci does not have the same form as in the XORNC-SSS. Instead, ci is the index
of the bin that the XOR belongs to. This scheme focuses on the share generation, secret reconstruction
and share repair. Checking a corrupted participant is beyond the scope of this paper. Several existing
schemes can be used: homomorphic MAC [32, 35] or homomorphic signature [36, 37].
4.1

Share Generation (ShareGen)


Each XOR is constructedfrom three different secret blocks. From m secret blocks, there are m
3 XORs.
Because only n out of m
3 XORs are required for n participants, these n XORs are chosen s.t. the index
sequence of the three secret blocks is a permutation of the proper set {0, · · · , m−1} in an ascending order.
Each XOR itself is also sorted in an ascending order. Namely, D chooses the shares for n participants
from the following XORs respectively, until C has enough n XORs:
(b0 ⊕ b1 ⊕ b2 ), (b0 ⊕ b1 ⊕ b3 ), · · · , (b0 ⊕ b1 ⊕ bm−1 ),
(b0 ⊕ b2 ⊕ b3 ), (b0 ⊕ b2 ⊕ b4 ), · · · , (b0 ⊕ b2 ⊕ bm−1 ),
···
(b1 ⊕ b2 ⊕ b3 ), (b1 ⊕ b2 ⊕ b4 ), · · · , (b1 ⊕ b2 ⊕ bm−1 ),
···
Given m, n, |S|, the ShareGen (Algorithm 1) outAlgorithm 1: ShareGen
puts n pairs of share ci and its metadata di . D firstly
Input : m, n, |S|
divides S = b0 || · · · ||bm−1 (line 1). The block size is
Output: {c0 , d0 }, · · · , {cn−1 , dn−1 }
|b| = |S|
m . D computes the XOR si = bj ⊕ bt ⊕ bz
1 S = b0 || · · · ||bm−1 ;
for
each
share (line 6). D finds the number of ‘1’
2 count ← 0;
bits
in
s
,
denoted by di (line 7). D constructs a set
i
3 for j ← 0 to m − 3 do
M
consisting
of all permutations of each XOR (line
i
4
for t ← j + 1 to m − 2 do
8) using ListAnagram (the pseudo code of this func5
for z ← t + 1 to m − 1 do
tion is omitted because it is supported in many pro6
si ← bj ⊕ bt ⊕ bz ;
7
di ← si .count(0 10 );
gramming languages). The elements in Mi are sorted
8
Mi ← ListAnagram(|b|, di ) ;
in an ascending order. D finds the corresponding in9
ci ← index(Mi , si ) ;
dex of si in Mi , denoted by ci (line 9). Observe
10
count + +;
that the share is not si but the index of si in the
11
if (count == n − 1) then
set Mi . The number of elements in Mi is |Mi | =

12
return
|b|
di . The number of bits for representing a share is
{c0 , d0 }, · · · , {cn−1 , dn−1 }
at most log2 |Mi |. The bandwidth and the storage
13
end
cost can be reduced because the size of an index is
14
end
less than the size of a XOR. ShareGen finally returns
15
end
{c0 , d0 }, · · · , {cn−1 , dn−1 }. D distributes {ci , di } to the
16 end
participant Pi .
Example 4-1. Suppose that S = 10100111001110110001. S is divided into m = 5 blocks: b0 = 1010, b1 =
0111, b2 = 0011, b3 = 1011 and b4 = 0001 (|S| = 20, |bi | = 4). Suppose that n = 8, the shares are
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Table 1: Example 4-1
P0
P1
P2
P3
P4
P5
P6
P7

s0
s1
s2
s3
s4
s5
s6
s7

= b0 ⊕ b1 ⊕ b2
= b0 ⊕ b1 ⊕ b3
= b0 ⊕ b1 ⊕ b4
= b0 ⊕ b2 ⊕ b3
= b0 ⊕ b2 ⊕ b4
= b0 ⊕ b3 ⊕ b4
= b1 ⊕ b2 ⊕ b3
= b1 ⊕ b2 ⊕ b4

= 1110
= 0110
= 1100
= 0010
= 1000
= 0000
= 1111
= 0101

d0
d1
d2
d3
d4
d5
d6
d7

=3
=2
=2
=1
=1
=0
=4
=2

M0
M1
M2
M3
M4
M5
M6
M7

= {0111, 1011, 1101, 1110}
= {0011, 0101, 0110, 1001, 1010, 1100}
= {0011, 0101, 0110, 1001, 1010, 1100}
= {0001, 0010, 0100, 1000}
= {0001, 0010, 0100, 1000}
= {}
= {1111}
= {0011, 0101, 0110, 1001, 1010, 1100}

c0
c1
c2
c3
c4
c5
c6
c7

= 3dec
= 2dec
= 5dec
= 1dec
= 3dec
= 0dec
= 0dec
= 1dec

= 11
= 10
= 101
=1
= 11
=0
=0
=1

{c0 , · · · , c7 }. To construct c0 , s0 = b0 ⊕ b1 ⊕ b2 = 1110 is used. Because the number of ‘1’ bits in s0 is 3,
d0 = 3. Because d0 = 3 and |bi | = 4, M0 = {0111, 1011, 1101, 1110}. The elements in M0 are sorted in
an ascending order and are indexed as {0, · · · , 3}. Because |M0 | = 43 = 4, at most log2 4 = 2 bits are
required to represent c0 instead of 4 bits of s0 . Because the index of s0 in M0 is 3, c0 = 3(decimal) = 11.
{c0 , d0 } are sent to the participant P0 . Similarly, {c1 , · · · c7 } are computed as in Table 1.
4.2

Secret Reconstruction (Reconst)

To reconstruct S, D requires m participants to provide their shares (suppose ck0 , · · · , ckm−1 ). These
shares are chosen s.t. the binary matrix consisting of the coefficient vectors of the XORs has full rank.
Given m pairs of {cki , dki }, the Reconst algorithm (Algorithm 2) outputs m secret blocks {b0 , · · · , bm−1 }.
For each cki , D firstly lists all permutations given |b| and dki (line 2). D finds the XOR ski by picking
the cki -th element in the set Mki (line 3). D executes LocateIndices to find the indices of three operands
of ski (line 4). D constructs a vector vki consisting of m + 1 elements: m first elements are the binary
coefficients of m secret blocks and the finally element is ski . Namely, vki = [e0 , e1 , · · · , em−1 , ski ] where
ex ∈ {0, 1} for x = 0, · · · , m − 1. ex = 1 when x is the index of each operand in ski (jki , tki and zki ).
ex = 0 elsewhere. All vki ’s are constructed (line 5-15) and are combined into a matrix Q (line 16). D
executes the Gaussian elimination on Q to obtain a matrix Q0 (line 17) in order to solve m unknowns
b0 , · · · , bm−1 . The explanation of GaussEliminate is omitted because it is a common function. D filters
b0 , · · · , bm−1 from Q0 (line 18). D reconstructs S = b0 || · · · ||bm−1 (line 19).
Algorithm 2: Reconst

Algorithm 3: LocateIndices
Input : m, ki
Output: jki , tki , zki

Input : {ck0 , dk0 }, · · · , {ckm−1 , dkm−1 }
Output: {b0 , · · · , bm−1 }
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20

for i ← 0 to m − 1 do
Mki ← ListAnagram(|b|, dki );
ski ← Mki [cki ];
jki , tki , zki ← LocateIndices(m, ki );
vki ← [ ];
for x ← 0 to m − 1 do
if (x == jki ) or (x == tki ) or (x == zki )
then
vki [x] ← 1;
end
else
vki [x] ← 0
end
end
vki [m] ← ski ;
end
Q ← [vk0 , vk1 , · · · , vkm−1 ]T ;
Q0 ← GaussEliminate(Q);
{b0 , · · · , bm−1 } ← f ilter(Q0 );
S ← b0 || · · · ||bm−1 ;
return S

1
2
3
4
5
6
7
8
9
10
11
12
13
14

count ← −1;
for j ← 0 to m − 3 do
for t ← j + 1 to m − 2 do
for z ← t + 1 to m − 1 do
count + +;
if (count == ki ) then
jki ← j;
tki ← t;
zki ← z;
end
end
end
end
return jki , tki , zki

Example 4-2. Following the Example 4-1, suppose that {c1 , c3 , c5 , c6 , c7 } are chosen to reconstruct S
because the matrix consisting of the coefficient vectors of {s1 , s3 , s5 , s6 , s7 } has full rank. Because |b| = 4
and d1 = 2, M1 = {0011, 0101, 0110, 1001, 1010, 1100}. Because the element whose index in M1 is c1 =
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10bin = 2dec is 0110, s1 = 0110. Similarly, s3 = 0010, s5 = 0000, s6 = 1111 and s7 = 0101. A vector
vki is then constructed for each cki . Because s1 = b0 ⊕ b1 ⊕ b3 = 0110, (j1 , t1 , z1 ) = (0, 1, 3). Therefore,
v1 = [1, 1, 0, 1, 0, 0110]. Similarly, v3 = [1, 0, 1, 1, 0, 0010], v5 = [1, 0, 0, 1, 1, 0000], v6 = [0, 1, 1, 1, 0, 1111]
and v7 = [0, 1, 1, 0, 1, 0101]. The matrix Q and Q0 are constructed as follows:



  
1, 0, 0, 0, 0, 1010
1, 1, 0, 1, 0, 0110
v1


v3  1, 0, 1, 1, 0, 0010
 Gauss−elimination 0 0, 1, 0, 0, 0, 0111
  





→
Q = 0, 0, 1, 0, 0, 0011
Q = v5  = 1, 0, 0, 1, 1, 0000

0, 0, 0, 1, 0, 1011
v6  0, 1, 1, 1, 0, 1111
0, 0, 0, 0, 1, 0001
0, 1, 1, 0, 1, 0101
v7
From Q0 , b0 = 1010, b1 = 0111, b2 = 0011, b3 = 1011 and b4 = 0001. Finally, S = b0 || · · · ||b4 .
4.3

Share Repair (ShareRepair)

When a participant is corrupted, D performs the ShareRepair algorithm (Algorithm 4) to repair the
corrupted share.
Algorithm 4: ShareRepair

Algorithm 5: LocateParticipant

Input : Pcorr
Output: ccorr , dcorr
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20

jcorr , tcorr , zcorr ← LocateIndices(m, corr);
Choose α, β ∈ {0, · · · , m − 1} s.t.
α, β 6= jcorr , tcorr , zcorr ;
{jr1 , tr1 , zr1 } ← AscendingSort(jcorr , tcorr , α);
{jr2 , tr2 , zr2 } ← AscendingSort(jcorr , zcorr , β);
{jr3 , tr3 , zr3 } ← AscendingSort(jcorr , α, β);
Pr1 ← LocateParticipant(jr1 , tr1 , zr1 );
Pr2 ← LocateParticipant(jr2 , tr2 , zr2 );
Pr3 ← LocateParticipant(jr3 , tr3 , zr3 );
Pr1 , Pr2 , Pr3 are required to provide {cr1 , dr1 },
{cr2 , dr2 }, {cr3 , dr3 } to D ;
Mr1 ← ListAnagram(|b|, dr1 );
Mr2 ← ListAnagram(|b|, dr2 );
Mr3 ← ListAnagram(|b|, dr3 );
sr1 ← Mr1 [cr1 ];
sr2 ← Mr2 [cr2 ];
sr3 ← Mr3 [cr3 ];
scorr ← sr1 ⊕ sr2 ⊕ sr3 ;
dcorr ← scorr .count(0 10 );
Mcorr ← ListAnagram(|b|, dcorr );
ccorr ← index(Mcorr , scorr );
return {ccorr , dcorr }

Input : jri , tri , zri
Output: Pri
1
2
3
4
5
6
7
8
9
10
11
12

count ← −1;
for j ← 0 to m − 3 do
for t ← j + 1 to m − 2 do
for z ← t + 1 to m − 1 do
count + +;
if (j == jri ) and (t == tri )
and (z == zri ) then
return count
end
end
end
end
return count

Suppose that the participant Pcorr is corrupted, D uses three healthy participants to repair Pcorr . D
firstly finds the indices of bjcorr , btcorr and bzcorr by LocateIndices (line 1). D chooses α, β ∈ {0, · · · , m−1}
s.t. α, β 6= jcorr , tcorr , zcorr (line 2). The idea to find three shares to repair Pcorr is that:
bjcorr ⊕ btcorr ⊕ bzcorr = (bjcorr ⊕ btcorr ⊕ bα ) ⊕ (bjcorr ⊕ bzcorr ⊕ bβ ) ⊕ (bjcorr ⊕ bα ⊕ bβ )
{jcorr , tcorr , α}, {jcorr , zcorr , β} and {jcorr , α, β} are sorted in an ascending order using AscendingSort
(line 3-5). The pseudo code of the AscendingSort is omitted because it is a simple function. Let {jr1 , tr1 , zr1 },
{jr2 , tr2 , zr2 } and {tr3 , tr3 , zr3 } denote the results of these sorts, respectively. D finds the three participants who store the three XORs using LocateParticipant (line 6-8). D obtains the XORs {sr1 , sr2 , sr3 }
by picking the cr1 -th, cr2 -th and cr3 -th in the set Mr1 , Mr2 and Mr3 , respectively (line 10-15). scorr is
recovered by scorr = sr1 ⊕ sr2 ⊕ sr3 (line 16). D finds the metadata dcorr by counting the number of ‘1’
bits in scorr (line 17). D computes the share ccorr (line 18-20) as the ShareGen algorithm.
Example 4-3. Following the Example 4-1 and 4-2, suppose that P4 is corrupted. {jcorr , tcorr , zcorr } =
{0, 2, 4} because P4 uses b0 ⊕ b2 ⊕ b4 . Choose α = 1 and β = 3 because 1, 3 6= 0, 2, 4.
b0 ⊕ b2 ⊕ b4 = (b0 ⊕ b2 ⊕ b1 ) ⊕ (b0 ⊕ b4 ⊕ b3 ) ⊕ (b0 ⊕ b1 ⊕ b3 ).
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Let {jr1 , tr1 , zr1 } = {0, 1, 2}, {jr2 , tr2 , zr2 } = {0, 3, 4}, {jr3 , tr3 , zr3 } = {0, 1, 3}. Given {jr1 , tr1 , zr1 } =
{0, 1, 2}, P0 is chosen because P0 uses (b0 ⊕ b1 ⊕ b2 ). Given {jr2 , tr2 , zr2 } = {0, 3, 4}, P5 is chosen because
P5 uses (b0 ⊕ b3 ⊕ b4 ). Given {jr3 , tr3 , zr3 } = {0, 1, 3}, P1 is chosen because P1 uses (b0 ⊕ b1 ⊕ b3 ). P0 , P5
and P1 are then required to provide {c0 , d0 }, {c5 , d5 } and {c1 , d1 } to D. Given {c0 , d0 } = {11, 3}, D finds
s0 = 1110. Given {c5 , d5 } = {0, 0}, D finds s5 = 0000. Given {c1 , d1 } = {10, 2}, D finds s1 = 0110. D
computes scorr = s0 ⊕ s5 ⊕ s1 = 1000. Because the number of ‘1’ bits in 1000 is 1, dcorr = 1. Because
dcorr = 1 and |b| = 4, Mcorr = {0001, 0010, 0100, 1000}. Because |Mcorr | = 4, at most log2 4 = 2 bits are
required to represent ccorr . The share ccorr is the index of scorr in Mcorr , which is ccorr = 3dec = 11bin .

5

Property Analysis

This section analyses two properties of the main scheme SW-SSS.
5.1

Secrecy

We firstly consider the secret reconstruction condition. Let epoch be a time step in which the participants
are checked. If a corrupted participant is detected, it will be repaired in the epoch.
Theorem 1. The secret can be reconstructed if in any epoch, at least m out of n participants are healthy,
and the matrix consisting of the coefficient vectors of the XORs has full rank.
Proof. S = b0 || · · · ||bm−1 . To reconstruct S, b0 || · · · ||bm−1 are viewed as the unknowns that need to be
solved. To solve these unknowns, at least m shares ci1 , · · · , cim−1 along with their metadata di1 , · · · , dim−1
are required to make the matrix have full rank.

si = bj0 ⊕ bt0 ⊕ bz0


 0
si1 = bj1 ⊕ bt1 ⊕ bz1
···



sim−1 = bjm−1 ⊕ btm−1 ⊕ bzm−1
In other words, the number of required participants is at least m, in order to ensure that the equation
system is solvable. Theorem
 1 leads to a constrain that n > m. Because
 each of n shares is constructed
m
from any three out of m
secret
blocks,
another
constraint
is
n
≤
3
3 . Therefore, m and n should be
m
chosen s.t. m < n ≤ 3 .
t
u
The secrecy is now analysed as follows. Let H(S) be the entropy of the random variable which is
induced by S. Let L denote the number of participants whose shares are collectively constructed from
m secret blocks. The SW-SSS satisfies the property of the Ramp-SSS as the following theorem:
Theorem 2. The secrecy of t random variables {Ci1 , · · · , Cit } representing any t shares {ci0 , · · · , cit−1 }
and t random variables {Di0 , · · · , Dit−1 } representing any t metadata {di0 , · · · dit−1 } is:


if t < L
H(S),
m−t
H(S|(Ci0 , Di0 ), · · · , (Cit−1 , Dit−1 )) =
m H(S), if L ≤ t < m


0,
if m ≤ t
Proof. si is the original coded sequence that can be uniquely determined by the share ci and its metadata
di . From the property of the conditional entropy, H(S|(ci0 , di0 ), · · · , (cit−1 , dit−1 )) ≤ H(S|si0 , · · · , sit−1 ).
The equality holds if S is uniformly distributed. For each case of t, the secrecy is given as follows:
– Case 1 (t < L): {si0 , · · · , sit−1 } are constructed from inadequate m secret blocks b0 , · · · , bm−1 . The
matrix consisting of the coefficient vectors of sij does not have full rank. Thus, H(S|si0 , · · · , sit−1 ) =
H(S). This yields H(S|(Ci0 , Di0 ), · · · , (Cit−1 , Dit−1 )) = H(S).
– Case 2 (L ≤ t): the matrix consisting of the coefficient vectors of sij has rank t. Thus, H(S|si0 , · · · , sit−1 )
m−t
= m−t
m H(S). This yields: H(S|(Ci0 , Di0 ), · · · , (Cit−1 , Dit−1 )) = m H(S) < H(S).
m−t
– Case 3 (m ≤ t): from (2), m H(S) = 0. This yields: H(S|(Ci0 , Di0 ), · · · , (Cit−1 , Dit−1 )) = 0.
t
u
5.2

Share Size

The comparison is given in Table 2. In the previous schemes, the share size is |S| = m · |b| (ideal SSS). In

the XORNC-SSS, the share size is m + |b| (Section 3). In the SW-SSS, the share size is at most log2 |b|
di


|b|
|b|
(Section 4.1). For ∀|b| and ∀di ∈ [0, |b|], log2 |b|
di < |b|. Thus, log2 di = x for some x > 1. It is clear
that m + |b| >

|b|
x .
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Table 2: The share size comparison
Previous schemes
XORNC-SSS SW-SSS
(Shamir-SSS, XOR-SSS, NC-SSS)
|b|
Share size
m · |b|
m + |b|
x
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Efficiency Analysis

Let (×) and (⊕) denote the complexity of a multiplication operation in a finite field and the complexity
of a XOR, respectively. The ⊕ operation is much faster than × operation, (×)  (⊕). The efficiency
comparison is given in Table 3.

Table 3: The efficiency comparison
Previous schemes
Shamir-SSS [4] XOR-SSS [21] NC-SSS [22]
Feature XOR-based
No
Yes
No
Arbitrary threshold
Yes
Yes
Yes
Direct share repair
No
No
Yes
Storage
O(m|b|)
O(m|b|)
O(m|b|)
Compu- ShareGen
O(n log n)(×)
O(np n)(⊕)
O(mn)(×)
tation
Reconst
O(m2 )(×)
O(n2p )(⊕)
O(m2 )(×)
ShareRepair
N/A
N/A
O(m)(×)
Commu- ShareGen
O(nm|b|)
O(nm|b|)
O(nm|b|)
nication Reconst
O(m2 |b|)
O(m2 |b|)
O(m2 |b|)
ShareRepair
N/A
N/A
O(m2 |b|)

6.1

Proposed schemes
XORNC-SSS
SW-SSS
Yes
Yes
Yes
Yes
Yes
Yes
O(m + |b|)
O( |b|
+
log2 |b|)
x
O(mn)(⊕)
O(n)(⊕)
O(m2 )(⊕)
O(m2 )(⊕)
O(m)(⊕)
O(1)(⊕)
O(n(m + |b|)) O(n( |b|
+ log2 |b|))
x
O(m(m + |b|)) O(m( |b|
+ log2 |b|))
x
+
log2 |b|)
O(m(m + |b|)) O( |b|
x

Storage Cost

In the previous schemes and the XORNC-SSS scheme, the storage cost is the same as the share size

because each Pi only stores a share. In the SW-SSS scheme, each Pi stores the share ci (|ci | = log2 |b|
di )

and the metadata di (|di | = log2 |b| because di ∈ [1, |b|]). Therefore, the storage cost is O(log2 |b|
di +log2 |b|).
 |b|

|b|
|b|
For ∀|b| and ∀di ∈ [0, |b|], log2 |b|
di < |b|. Thus, log2 di = x for some x > 1, and ( x +log2 |b|) < (|b|+m)
m
if log2 |b| < m. This inequality holds if the parameters are chosen s.t. |b| < 2 . If S is divided s.t. any
three blocks are different in the same number of bits (d0 , · · · , dn−1 are the same), Pi does not need to
store di because it becomes a shared information. The storage cost is thus the same as the share size.
6.2

Computation Cost

ShareGen. In the Shamir-SSS, the cost is O(n log n) because each share is computed from a polynomial.
In the XOR-SSS scheme, the cost is O(np n) where np is the smallest prime s.t. np ≥ n. In the NC-SSS,
the cost is O(mn) because n shares are computed from a linear combination of m secret blocks. The
XORNC-SSS also computes the shares as the NC-SSS. However, it uses the XOR instead of a linear
combination over field multiplications. In the SW-SSS, the cost is O(n) because n shares are computed
from the XORs of a tuple of three secret blocks.
Reconst. The costs in the previous schemes, XORNC-SSS and SW-SSS schemes are O(m2 ) times (×) or
(⊕) because the schemes use Gaussian elimination to solve m secret blocks (or to solve the secret and
(m − 1) coefficients in the Shamir-SSS). Only in the XOR-SSS scheme, the dimension of the matrix used
for the Gaussian elimination is (np × np ), not (m × m) where np is the smallest prime s.t. np ≥ n. Hence,
the cost of the XOR-SSS scheme is O(n2p ) times (⊕).
ShareRepair. The costs in the NC-SSS and XORNC-SSS schemes are O(m) because a corrupted share
is repaired using m healthy shares. The difference between the two schemes is that the NC-SSS uses the
field linear combinations while the XORNC-SSS uses the XORs. In the SW-SSS, the cost is O(1) because
a new share is computed from three healthy shares.
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Communication Cost

ShareGen. D distributes n shares to n participants. In the previous schemes, the cost is O(nm|b|) because
the share size is m|b|. In the XORNC-SSS, the cost is O(n(m + |b|)) because the share size is (m + |b|).
|b|
In the SW-SSS scheme, the cost is O(n( |b|
x + log2 |b|)) because the share size is ( x + log2 |b|).
Reconst. In the previous schemes and the proposed schemes, m participants are required to provide their
shares to D, the costs are thus m times the storage cost of each scheme.
ShareRepair. The share repair is not supported in the Shamir-SSS and XOR-SSS schemes. In the NC-SSS
and XORNC-SSS schemes, the costs are O(m2 |b|) and O(m(m + |b|)) because m healthy participants are
required to provide their shares to D for the share repair. In the SW-SSS scheme, the cost is O( |b|
x +log2 |b|)
because only three healthy shares are required for the share repair.
6.4

Computation Evaluation

Time (s)

2
This section presents the simu1.8
ShareGen
lation of the SW-SSS scheme to
1.76
1.6
show that is is applicable to a real
Reconst
1.4
system. The program that is writ1.51
ShareRepair
1.2
ten by Python 2.7.3 is executed us1
ing a computer with Intel Core i5,
1.11
0.67
0.8
2.40 GHz, 4 GB of RAM, Win 7
0.83
0.59
0.6
64-bit OS. Each secret block, bi , is
0.43
0.53
0.37
set to be 210 bits. Each result is the
0.4
0.25
average of 100 runs. The gmpy2 li0.2
0.03
0.03
0.03
0.03
0.03
brary is used. The simulation re0
50
75
100
125
150
sults in Fig. 1 are observed with
three sets of the computation perNumber of secret blocks (m)
formance: ShareGen, Reconst, and
ShareRepair by varying the numFig. 1: The computation performance of SW-SSS
ber of secret blocks, m. The number of participants, n, is set to be n = m + 1. The graphs reveal that the computation time of ShareRepair
is almost constant and is independent on m. The computation time of ShareGen and Reconst linearly
increases with m. The average slopes of increment in ShareGen and Reconst are 0.004 and 0.012, respectively. From these results, if the secret size, |S|, is 226 bits (m = 65, 500), which is almost an upper
bound of the size of a secret (e.g., secret key, signature), the computation time of ShareGen, Reconst and
ShareRepair is merely 374.72s (6mins), 905.28s (15.1mins) and 0.031s, respectively.

7

Conclusion and Future Work

This paper firstly revisits the XOR-based NC to apply it for the SSS (called XORNC-SSS) in order to
support the share repair, to obtain the arbitrary threshold, and to reduce the share size. This paper then
proposes the main SW-SSS scheme to optimize the share size. The key idea is based on the binning idea of
the Slepian-Wolf coding, which is commonly used in data compression in a network. The security analysis
is provided based on the entropy theory. The efficiency analysis is discussed based on the complexity
theory. The simulation results of the SW-SSS scheme reveal that it is applicable to a real SSS system.
Future research is required to investigate the implementation of the previous schemes.
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